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SECURING AMERICA’S TRADE




Introduction to Enforcement of U.S. Export Controls

Mission and Organization

The U. S. Depart ment of Commerceds Bureau of I ndustry
controls on dualise and certain munitions items for the Department of i@eroe through the Export
AdministrationRegulations (EAR) under the authority of the Export Control Reform Act of 2018 (ECRA)
Dualuse items are commodities, software, or technology that have both commercial and military or
proliferation applications. Sne examples of dualse items may include things such as: smoke bombs,

spiked batons, certain shotguns, shotgun shells and buckshot, rocket fuels, space launch vehicles, radiation
hardened integrated circuits, turbines for use in nuclear reactors, ietbgeatigation systems designed or
modified for use in missileghemical warfare precursors, biological containment facilities, radio frequency
modules, triggered spark gaps, a@abon fiber. Controlled items listed under 600 series Export Control
Classifcation Numbers (ECCN) are enumerated on the Commerce Control List (CCL) because they are
items on the Wassenaar Arrangement Munitions List (WAML) or were formerly on the U.S. Munitions List
(USML). Certain munitions items may include commodities, softwamnel/or technology such as military

flight instrument trainers, lightweight turbojet engines, medical facilities for surface or submersible vessels
of war, demolition blocks and detonators for military explosives, thrust or combustion chambers, arenor plat
for hard body armor, discrete microwave transistors, military concealment and deception equipment, smoke
or obscuration equipment and simulators, submarine or torpedo nets, rebreathing apparatus specially
designed for military use, submersible militagsgels, thermal batteries, and telecommunications equipment
for a military application.Likewise, certain satelliteelated items formerly listed on the USML are now
enumerated on the CCL in the 9x5BECNSs, while certain firearms and ammunitioansferred to the CCL

from the USML are listed under the 500 series ECCNSs.

Other federal agencies with a role in administering U.S. export controls include the Department of State,
which controls the export of defense articles and defense servicestdalifez International Traffic in Arms
Regulations (ITAR), the Department of Energy, which controls exports and reexports of technology related
to the production of special nuclear materials, the Nuclear Regulatory Commission, which controls the
export ofcertain nuclear materials and equipment, and the Department of the Treasury, which administers
economic sanctions programs.

The Export Enforcement arm of BIS protects and promotes U.S. national security, foreign policy and
economic interests by investigag violations, interdicting illegal exports, conducting emsk checks,
educating parties to export transactions on how to improve export compliance practices and identify
suspicious inquiries, supporting the licensing process by evaluating the bonef fidessaction parties, and

ITheExportAdministratiorRegulationsriginallyissuedpursuantotheExportAdministrationAct (50 U.S.C.8§84601
4623(Supplll 2015))(EAA). OnAugust21,2001theEAA lapsedandthePresidenthroughExecutive Ordefl3222
of August17, 2001(3 C.F.R.,2001Comp.783(2002)),which was extendeby successive Presidential Noticte
mostrecenbeingthatof August B, 220 (85 Fed. Reg49,939(Aug. 14, 2(20)), continuedheRegulationsn effect
underthelnternationaEmergenc¥conomid?owersAct (50 U.S.C.§1701,etseq.(2012))(IEEPA). OnAugustl3,
2018,the Presidensigned into law the Joh8. McCain NationaDefenseAuthorizationAct for FiscalYear2019,
which includeghe ExportControlReformAct of 2018,50 U.S.C. 88 4804852(ECRA). Section1768of ECRAprovides,
inpertinenpart,thatall rulesandregulationshatweremadeor issuedundertheEAA, including ascontinuedin
effect pursuant t¢EEPA,andwere in effect asf E C R Adate ofenactment (August3,2018)shallcontinuein
effectuntil modified,supersededsetaside,or revokedthroughactionundertakerpursuanto the authority
providedundelECRA.



aggressively pursuing violators of export control ldarscriminal prosecution or administrative penalties.

BIS Export Enforcement has evolved over the past 30 plus years into a sophisticated law enforcement
agency, with criminal investigators and enforcement analysts who are singularly focused on export
enfarcement and work closely together with licensing officers within a single bureau of the government.
Using its subject matter expertise in the area of export controls, coupled with its unique administrative and
other enforcement tools, Export Enforcemenelages its relationships with partner law enforcement
agencies and industry to maximize its impact.

As part of the presidenti al Export Contr ol Reform (E
tens of thousands of munitions items transfdifrom the ITAR to the EAR (see below for additional

information on the ECR initiative). These transfers will enhance U.S. Government oversight on such

munitions exports because the specialized resources and authorities of Export Enforcement will dnagment

existing enforcement resources of other federal agencies dedicated to protecting U.S. national security. ECR

has also created interagency information sharing and coordination mechanisms to leverage U.S. Government
export enforcement and complianceaases more effectively.

Export Enforcement has three program offices: the Office of Export Enforcement (OEE), the Office of
Enforcement Analysis (OEA), and the Office of Antiboycott Compliance (OAC). Export Enforcement blends
the unique talents of its pgram offices to channel enforcement efforts against current and emerging threats to
U.S. nationakecurityandforeignpolicy. Thoseuniquetalentsaredescribedn thefollowing paragraphs.

Office of Export Enforcement

The Office of Export Enforcement (OEE) maintaind
Special Agents at offices across the United States
including its headquarters in Washington, DC, eigt
field offices located in Boston, Chicago, Dallas, Lo
Angeles, Miami, New York, Northern Virginia and
San Jose, and resident offices in Atlanta, Houston
Portland. In addition, OEE Special Agents have b
deployed to FBI field offices in Charlotte, Cincinna
Denver, Huntsville, Minneapolis, Phoenix, Salt Lak
City, San Diego, and Savannah, as welicathe
Defense Criminal Investigative Service (DCIS) offi
in San Antonio, Texas, to provide enhanced cover
for investigating export violations.

OEE Special Agents are sworn federal law enforcement officers with authority to bear firearmsyreste

execute search warrants, serve subpoenas, detain and seize items about to be illegallyresumntied or

transferred (ircountry, and order the redelivery to the United States of items exported in violation of U.S. law.
OEE is the only fedetdaw enforcement agency exclusively dedicated to the enforcement of export control

laws, and that singular focus allows for the development of the requisite subject matter expertise to be able to
effectively enforce a complex regulatory regime. Some camsgsrequire years of thorough investigation to

bring to successful completionOEE investigations are initiated on information and intelligence obtained from

a variety of sources, including routine review of export documentation, overseasenubnitoing, and

industry information. OEE investigates both export violations by U.S. persons and the unauthorized reexport or
transfer by foreign persons of items subject to the EAR to prohibited end uses, end users, or destinations. OEE
works closely with othefederal law enforcement agencies to identify and act on export violations and with

3



industry to raise awareneesf compl i ance best practices and Ared fl a
activities? For example, OEE worksith U.S. Customs and Border Protection to train outbound officers
on EAR requirements to identify suspicious cargoes for detention.

Based on information gathered during the course of an investigation, OEE works closely witkyattorn
from the Department of Justice to prosecute violators criminally, as well as with the Office of Chief
Counsel for Industry and Security to bring administrative charges. Export Enforcement also takes
actions where appropriate to place parties on theBEBi8y List, Unverified List, and Denied Persons

List. Export Enforcement is elmcated in the same Department of Commerce bureau as Export
Administration, allowing for close cooperation in the administration and enforcement of export controls.
Export Enbrcement provides advice and comments on the enforceability of new policies and
regulations, and works closely with BIS Export Administration to routinely review export transactions to
ensure compliance with the EAR. Such review includes:

A Confirmingwheterexported items were propediassified;

A Verifying required export authorizations, if applicalfle.,the required export license wabtained
prior totheshipmentandthetransactiorcomplieswith thelicenseconditions alicenseexception
wasavailableandproperlyused or theitem did notrequirealicensefor exportto theenduserand
destination)and

A Determiningwhetherthetransactionnvolvedanyapparentiolationsof the EAR (e.g. relatedtothe
ten General Pohibitions,end usebasedorend usetbasedontrolsorproscribedarties?

OEE Director John Sonderman

In fiscal year 209, BIS investigations led to the criminal conviction3&individuals and businesses

for export violations with penalties &fL,238470in criminal fines,$1,064,015n forfeitures,

$1,120,804n restitution,and1,038mont hs of | mpri sonment . I n additi on, O
Chief Counsel complete8b administrative export matters, resultingditiz,998,500n civil penalties.

2 An illustrative list of indicators of possible unlawful
diversion is found in Supplement No. 3 to Part 732 of the Export Administration Regulations (EAR), 15 C.F.R. Parts
7307 774.

3SeePart736 of the EAR for details on the ten General Prohibitions.
4



WHERE ARE WE LOCATED

In addition to our
Headquarters at the

Department of Commerce in™.
Washington, DC, Export

Enforcement has eleven
offices that have areas of
responsibilities covering the
entire United States. They
are located in:Boston,
Chicago, Dallas, Houston,
Los Angeles, New York,
Miami, Atlanta, San Jose,
Portland, and Northern

i e MIAMI

Atlanta
Virginia. DALLAS
Houston

NEW YORK

BOSTON

LOS ANGELES

www. bis.doc.gov

Export Enforcement also has Special Agents co-located with the FBI in Charlotte, Cincinnati, Denver, Huntsville,
Minneapolis, Phoenix, Salt Lake City, San Diego, and Savannah, as well as with DCIS in San Antonio. Export
Enforcement also has regional Export Control Officers (ECOs) in Beijing, China; Hong Kong, China; New Delhi,
India; Istanbul, Turkey; Dubai, UAE; Frankfurt, Germany; and Singapore.

Office of Enforcement Analysis

The Office of Enforcement Analysis (OEA) supports the identification, prevention and investigation of illegal
exports, reexports and transféirs-country)of items subject to the EARxs well as certain activities of U.S.
persons related to the proliferation of weapons of mass destruatidrsupports the prosecution of the parties
responsible by: 1) analyzing thena fidesof foreign transaction parties to license applications (i.e., their
reliability as recipients of &-origin items); 2) monitoring end uses and end users oftti§in exports; 3)
identifying suspicious inquiries to alert U.S. companies; 4) developing investigative leads; 5) providing
analyticalcase support; and 6) engaginigh key trading partner©EA accomplishes this mission through its
Strategiclntelligence Division, International Operations Division, Export Control Officer Program, and
InvestigativeAnalysis Division.

O E A &tsategicintelligence Division serves as the executive agent foimtiieeagency Information Triage
Uni t , ,@andvdisitiEbdna fidesof foreign parties to license applicatiorfhe Strategiclntelligence
Division is responsible for assembling and disseminating relevargallce information from which to base
informed decisions on proposed exports requiring a U.S. Government license.



OEAG6s I nternational Operations Division screens BIS
to select candidates for plieense checks (PLCs) and pedtipment verifications (PSVs), collectively

referred to as endse checks (EUCs). PLCs validate information on BIS export license applications,

including enduser reliability. PSVs strengthen assurances that exporters, consignéesersand other

transaction partiesomply with the terms of export licenses and the EAR. Thisumsdmonitoring program

supports the export licensing procéysconfirming the end uses and end users of items subject to the EAR

through onsite verfication and generates information abguatentialexport violations. This division,

working with regional Export Control Office(§COs)st ati oned abroad, supports EX
in bilateraldiscussion®n export control cooperation and coordination to increase capacity to prevent the

diversion of U.Sworigin items.

O E A &GOProgramassigns OEBpecial Agentsinder limitedterm ForeigrService appointments under
theDepart ment of Co mmerdiatSerdice inBavaimtegicoverseas locations critical to

Bl S6s mission: Beijing, Chi na; Hong Kong, Chi na; Dub
Frankfurt, Germany; Istanbul, Turkey; and Singapore. All of these positions have regipualsibgities

that extend their readio more than 50 additional countriess Bl S6s representatives ov
|l everage their | aw enforcement, commercial, and dipl
control activities beyond its bordeand into key overseas trade centers. ECOs focus on export control

enforcement and compliance by conducting-esd checks, establishing thena fidesof foreign parties to

transactions subject to the EAR, and coordinating with U.S. and foreign goveragencies to ensure

effective export controls and secure traBks end-use checks are also conducteddioynesticallybased

OEE Special Agents under tt&entinel Programand occasionally biJ.S. Embassy personnel. In FYZ)1

BIS completed 1,71endusechecks in B countries.

Finally, OEA6s I nvestigative Analysis Division is re
potential export violations for outreach and investigation by OEE Special Agents. Investigative leads are

developed frommultiple sources of information, including industry, government partreard,extensive

reviewsof export and | icense data, and classified and o
Investigative Analysis Division provides research and analyticsd sapport to OEE investigations.

Office of Antiboycott Compliance

The Office of Antiboycott Compliance (OAC) administers and enforces the antiboycott provisions of the
EAR. OAC carries out its mandate through a threefold approach: monitoring boycott requests received by
U.S. businesses; bringing enforcement actions wiseessary; and guiding U.S. businesses on the
application of the EAR to particular transactions. In addition to these traditional compliance tools, OAC
liaises with foreign governments to eliminate boycott requests atgbigits oforigin. By workingwith

U.S. Government partners in the Office of the U.S. Trade Representative and at the Department of State,
OAC has met with officials of boycotting countries issuing boycelted requests. Byointing out the

barrier to trade that boycott requests owp, OAC often is able ®nsure theemo\al of prohibited
languagetherebyenabling U.S. businesses to compete on an equal footiayimusmarkets.

Authorities and Remedies

Criminal and Civil Penalties

In cases involving a willful violation of thEAR, violators may be subject to both criminal fines and
administrative penalties. Administrative penalties may also be imposed when there is no willful intent,
which means that administrative cases can be brought in a much wider variety of circumsiamces t
criminal cases. BIS has a ungtangeand combination of administrative enforcement authorities
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including the imposition of civil penalties, denial of export privileges, and placement of individuals and
entities on lists that restrict or prohibit th@volvement in export and reexport transactions.

Under ECRA, criminal penalties can reach 20 years imprisonment and $1 million per violation.
Administrative monetary penalties can reach $300,000 per violation (subject to adjustment in
accordance with U.Saw, e.g., the Federal Civil Penalties Inflation Adjustment Act Improvements Act
of 2015 (Pub. L. 11474, sec. 70d)or twice the value of the transaction, whichever is greater.

The EAR provide that in appropriate cases the payment of a civil penajtypensuspended or deferred

in whole or in part during a probationary period. The suspended or deferred penalty is subject to
activation and collection if the probationary conditions are not fulfilled. Penalty suspensions may occur,
for example, when theespondent has demonstrated, typically through the submission of financial
statements and tax returns, that it is unable to pay some or all of the penalty that would be appropriate
for the violations at issue. Penalties may also be suspended in wholpast @s a result of exceptional
cooperation with the investigation where the agency nonetheless decides that a suspended penalty
should beémposed for its deterrent effect.

BIS also may impose the requirement that the respondent hire an unaffiliateghéntydconsultant to

conduct one or more external audits of the companyo6s
regulations and provida copy of the audit to Export Enforcement. A portion of the penalty amount may

also be suspended for thatrpose.

One of the most significant enforcement tools in the BIS arsenal is our administrative enforcement
authorities. On June 22, 2016, BIS published Administrative Enforcement Guidelines that entered into
force on July 22, 2016. The Guidelinset brth in Supplement No. 1 to Part 7&@&ptureOE E 6 s
administrative enforcement policies and procedineseveral wayskirst, the Guidelinesutlinethe

following four categorie®f Factors affecting administrative sanctiof¥ Aggravating Factors; 2)

General Factors that could be considered either aggravating or mitigating depending upon the
circumstances; 3) Mitigating Factors; and 4) other Relevant Factors on-dgasse basis, such as
related violations or other enforcement action

Additionally, the Guidelines formally account for the substantial increase in the maximum penalties for
violations of the EAR and distinguish between egregious aneegosgious civil monetary penalty
casesFinally, reference in the Guidelinesii’Tansaction valugprovides sufficient flexibility to allow

for the determination of an appropriate transaction value in a wide variety of circumstances. Amounts
set forth in a schedule provide for a graduated series of penalties based on the underlying transaction
values, relecting appropriate starting points for penalty calculations inegnegious cases not

voluntarily disclosed to OEE. The base penalty amount for eegoegious case involving a VSD

equals onénalf of the transaction value, capped at the statutory maxiparmaiolation of the EAR.

The base penalty amount for cases deemed to be egredg
than a VSD shall be an amount up to the statutory maximum. For those egregious cases involving a
VSD, the base penalty amount sha an amount up to half the statutory maximum.






